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Presentation Content

•
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Part One: International 
Data Protection Statutes
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Europe: General Data Protection 
Regulation
• It has been almost four (4) years since the 

GDPR went into effect.
• Regulators have not targeted US institutions of 

higher education
• However, there have been some cases of 

students and employees invoking GDPR rights
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GDPR: Examples of Student Issues

• Students or employees asking to delete 
records

• Students invoking GDPR rights to avoid 
investigations
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Part Two: Recent Data 
Practices Issues
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Requests from Generic Email 
Addresses
• If you are concerned about phishing, report to 

IT Security.  They will examine the email and 
determine if it is a phishing threat.

• If the email is not a phishing attempt, you 
have to respond to the data request.

• If the email is a phishing attempt, you do not 
have to respond.
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Request Timing Reminder

• We have ten (10) business days to respond to 
requests from data requestors for data on 
themselves.  This includes students and 
persons with the consent of the data subject.

•
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Size and Scope of Requests

• We’ve recently gotten several large data 
requests.

• We still need to respond to these in a 
reasonable amount of time.

• However, keep in mind that you can charge 
data requestors for copies.
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Charging Data Requestors

• Hard files – 25 cents per page, actual costs if 
over 100 pages.

• Actual costs include search and retrieval 
(salary plus fringe of lowest paid employee 
who can conduct the search).

• Electronic files – actual costs except for:
 Redaction time
 Search and retrieval costs for data subjects
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Copyrighted Works

• Minnesota State does not own the copyright 
to faculty or student works.

• If we receive a request for these works, we e 1 Tf
0 T0.6 8 
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Part Three: Recent Legal 
Developments
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Halva Case

• Plaintiff wanted procurement data from the 
Minnesota State System Office.

• MN Supreme Court held that the Official 
Records Act does not contain a private right of 
action.

• However, the court was unclear about 
whether the MGDPA can be used to compel us 
to keep certain records.

• Follow your record retention schedules.
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Audio and Video Records

• If these are public data, they need to be 
provided to data requestors.

•



19



20 20

Reminder: Campus Presentations

• Overview of MGDPA and FERPA
• Scheduling Zoom meetings 
• Email me directly if you’d like to set one up for 

your campus
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Minnesota State Contact 
Information

Dan McCabe
Assistant General Counsel

daniel.mccabe@minnstate.edu
651-201-1833

Office of General Counsel
https://www.minnstate.edu/system/ogc/index.html

mailto:daniel.mccabe@minnstate.edu
https://www.minnstate.edu/system/ogc/index.html


22 22

Questions and Answers

• Please chat in your questions.
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