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Recognizing and Anticipating the 
Existence of a Crisis

• Ideally, campus responses to a crisis begins before there 
is media attention.  College and university administrators 
and key communicators have the responsibility to 
recognize the emergence of a potential crisis.

• You all know the types of problems on college campuses 
that currently trigger public attention and scrutiny: 
campus violence including sexual assault, and especially 
gun violence; student protests; racial and other 
discrimination incidents; data breaches and scandal 
involving campus administration, coaches or athletes.

• The 2020 presidential race could produce crisis incidents.
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Respond to the Incident

• Of course, response to an incident depends upon the 
subject matter.  Because the character of crises are 
predictable, response teams featuring campus 
experts should be created so that response can be 
immediate.

• Response teams should have periodic practice 
sessions.
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Campus Violence/Active Shooter 
Scenario

• Safety of students and employees is paramount.  
Every campus should have an Emergency Operations 
Plan dealing with the active shooter scenario 
involving training of students and staff, exercises and 
responding to emergencies.

• Participation of local law enforcement.
�ƒ Local law enforcement must be alerted

• Mass communication strategy should be in place –
text, email, other messaging.
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Sexual Assault

Federal and state law require that every campus have 
procedures in place for the reporting and for addressing 
sexual assault including an agreement with law 
enforcement.

• Take all allegations seriously and follow Board Policy 1B.3 
and System Procedure 1B.3.1.

• Faculty, staff and students should know where to file a 
complaint and the identity of the Title IX officer.

• Keep investigations moving – 60 day time limit by policy 
in typical case.

•
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Student Protests
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Racial Discrimination, Sexual 
Harassment or Other Significant 
Discrimination Incidents

• Racial, sexual harassment or other discrimination 
incidents can involve student on student, employee 
on student, employee on employee or unaffiliated 
member of the public on student or employee.

• Student-on-student problems are addressed through 
the 1B.1 procedures and the student Code of 
Conduct.

•
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Racial Discrimination, Sexual 
Harassment or Other Significant 
Discrimination Incidents

• The third scenario (unaffiliated person as 
respondent) is much more difficult since the 
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In the Event of a Data Breach

Security Breach Data Notification Guideline 5.23.1.13

• All system employees must immediately report 
known or suspected breaches of security to their 
supervisor or the designated system individual or 
office (Local Campus Authority “LCA”).

• If suspected breach involves a potential computer 
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In the Event of a Data Breach

• OGC, with consultation of other personnel, will 
determine if a data breach has occurred.

• The MGDPA (Minn. Stat. § 13.055) requires notice to 
affected individuals of a breach of security 
(unauthorized access) for any private or confidential 
data (not just SSN or financial information) in any 
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Social Media

• Types of Problems
�ƒ Threats of violence and harassment/discriminatory 

comments.
�ƒ Impersonation of campus officials, departments, or student 
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Social Media

• Ways to Respond?
�ƒ Distinguish between official accounts (e.g. @minnstate.edu or 

a college’s official Facebook page) and non-system owned 
accounts

• For Official Accounts
�ƒ Rely on the Acceptable Use Policy (5.22.1)

�ƒ Users may not engage in harassment, threats to or defamation 
of others, stalking and/or illegal discrimination

�ƒ An institution may limit who creates official pages and uses 
campus logos and trademarks

�ƒ Users may not forge the identification of the person using 
system information technology

�ƒ Fight speech with more speech
�ƒ Consider disabling comments entirely (blogs, Facebook)

(last resort)
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Crisis Communication Concerns

• Media
�ƒ Plan for communication in advance, may develop 

templates based upon past occurrences.
�ƒ Opt to be as transparent as possible and as responsive as 

possible.

• Social Media
�ƒ Planning should take into account social media channels, 

monitoring and protocol regarding how and if to respond.
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You are a Steward

• You are authorized to access/use private data to the 
extent you need it to do your work.

• You are ONLY authorized to access/use private data 
for assigned work purposes.

• You are responsible to protect non-public data from 
improper disclosure.
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FERPA Education Records 
Defined

• Personally identifiable information (PII) 
collected/maintained by college/university about 
students.

• Enrolled students (including online) or applicants
�ƒ in any (tangible) format
�ƒ in any location

• Including information from which student’s identity 
could be ascertained, either by itself or in 
combination with other available information.
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Education Records Classified

• Mostly “private” = accessible to:
�ƒ Subject
�ƒ “School officials” with a “legitimate educational interest” 

and
�ƒ Third parties with subject’s written consent or as 

permitted or required by law.

• “Directory data” is public
�ƒ Designated by each college/university
�ƒ Annual notice to students required
�ƒ Students have right to “opt-out” or suppress
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Consent Requirements

• If student consent is required to release private data, 
must be signed (including electronic “signature” that 
provides appropriate ID and authentication of the 
student and approval of content), dated and:
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De-identified Education Records

• No consent required to release if all PII removed, 
and reasonable determination is made that a 
student’s identity is not ascertainable, whether 
through single or multiple releases, and taking into 
account other reasonably available information.



25

Health or Safety Emergency 
Disclosures

• If school determines there is “articulable and 
significant threat” information needed to protect 
health/safety may be released:
�ƒ To (any) appropriate party

• Take into account the totality of circumstances 
pertaining to a threat; so long as rational basis, 
Department of Education will not second-guess.

• Maintain a record of basis and disclosure.
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Hi, Can You Just Tell Me . . .
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Minnesota Government Data 
Practices Act Minnesota Statutes 
Chapter 13
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Government Data – What Is It?

• Information that is collected, created, received, 
maintained or disseminated by government entity
�ƒ In any tangible form
�ƒ Wherever located
�ƒ About individuals – or not
�ƒ Very broad
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Existence and Status of a Complaint 
Against an Employee is Public

• Status is open, pending, under investigation, closed.
• Existence does not include nature of complaint or 

identity of complainant.
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Investigation Data on Public 
Official is Public

• Investigation data on public official is public even if 
official resigns or is terminated before discipline is 
imposed.
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Final Disposition of a Disciplinary 
Action is Public and the Reasons for 
Discipline are Public

• Discipline is final only if arbitration is complete or time 
limit has passed.

• Discipline for administrators is complete upon imposition 
of discipline.

• If no discipline is imposed, data is not public (unless 
subject is public official).
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The State May Not Enter Into 
Agreements Limiting Disclosure or 
Discussion of Personnel Data

• A government entity may not enter into an 
agreement settling a dispute arising out of the 
employment relationship with the purpose or effect 
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Personnel Data May Be Provided 
to Law Enforcement

• Private personnel data, or data on employees that 
are confidential data under section 13.39, may be 
disseminated to a law enforcement agency for the 
purpose of reporting a crime or alleged crime 
committed by an employee, or for the purpose of 



34

Defamation

• An intentionally published false communication 
about a particular person that damages the person’s 
reputation.

• Libel – printed statement
• Slander – oral statement
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Handling a Media Inquiry

• Capture the question accurately
• Tell them you will have to get back to them
• Ask for their deadline
• Respond within their deadline whenever possible, 

even if it is to tell them you don’t yet have the 
information or can’t obtain the information because 
it isn’t public

• In a crisis (and as a part of crisis planning) instruct 
non-spokespeople how to handle a surprise media 
interaction
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Questions & Answers

Please Chat in your questions to the host or the panelists.  
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Minnesota State Contact 
Information


