Minnesota State Colleges and Universities
System Procedures

Chapter 5 — Administration

Procedures associated with Board Policy 5.22

5.22.2 Cellular and Other Mobile Computing Devices

Part 1. Purpose
Electronic communication is an important part of contemporary business practices, including the
operations of colleges, universities, and the system office.
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5. Colleges and universities are encouraged to procure devices, services, and plans under
state or system negotiated contracts when possible.

Subpart B. Employee annual review
The supervisor is responsible to annually review and document the continued business need for

the device, service, and/or plan. Mobile computing devices issued pursuant to Part 3-e shall not
be subject to the requirements of this Subpart.

Part 5. Employee Responsibilities
System employees are responsible for appropriate use of all system-owned cellular and mobile
computing devices. Employees are expected to adhere to the highest ethical standards when
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Subpart B. Monthly review of invoices

The employee must review and initial the cellular device invoice monthly and identify any use
not permitted under this procedure before submitting the invoice to the employee’s supervisor
or authorized administrator assigned to review and approve the monthly cellular device bill.

Subpart C. Payment options for cellular devices and plans
Colleges, universities, and the system office may pay for business-related cellular devices,
services, and/or service
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Part 7. Employee-Owned Cellular or Other Mobile Computing Devices

Subpart A. Acknowledgement of responsibilities

Employees who use employee-owned devices for system work inevitably create electronic
records on those devices relating to their system work. These records, including text messages,
voicemails, emails, and other electronic communications are government data, as defined by the
Minnesota Government Data Practices Act, Minn. Stat. chapter 13 (heretofore referred to as the
the Act). System employees are expected to manage government data in their possession
consistent with the Act and applicable retention and security policies, wherever that data are
located, including on employee-owned cellular or other mobile computing devices. Government
data should not be stored solely on an employee-
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and may be subject to other legal requirements. Employees are reminded to carefully consider
the implications of creating or storing sensitive private government data on employee-owned
devices. Employees are expected to maintain the security and privacy of any such data.

Subpart D. Lost or stolen devices

When an employee-owned device containing government data is lost or stolen, it is important to
take steps to protect the security and privacy of the data and comply with applicable breach
notification requirements. Once an employee is certain that an employee-owned device used for
business purposes has been lost or stolen, the employee must promptly report the incident,
usually by the next business day, to his/her human resources office. The employee may be asked
to provide evidence that the device has been remotely wiped or otherwise made inoperative in
order to assure the security of the government data that may be present on the device.
Employees who back up their employee-owned device to a remote storage facility may be asked
to make business information stored within the storage facility available to the appointing
authority to ensure access to important business information is maintained by the appointing
authority.

Subpart E. Technical support and management of employee-owned mobile devices
System IT staff will provide best efforts to support the installation and connection to the system
infrastructure and network resources. All other support-related issues must be directed to the
mobile device service provider.
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and retention of written verification. Amended Part 5 clarifying employee expectations.
Amended Part 6 to clarify personal use. Added new Part 7, Employee-Owned Cellular and
Other Mobile Computing Devices and Part 8, Employee Safety. Applied new writing and
formatting standards.

04/2/15 - created new Part 2, Subpart E to clarify that devices and plans provided to employees
for business purposes are property of the system. Amended Part 6, Subpart A, Subpart E
and Subpart F to clarify that personal use of such devices and plans are governed by state
statute and are allowable only for incidental and de minimis use; and specify repercussion
of improper use.



